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Abstract

The traditional approach to image encryption faces significant challenges and issues, including inadequate 
safety, image degradation, low latency, low-key sensitivity, diffusion, and strong correlation. To address these 
shortcomings, a new image encryption algorithm is proposed in this work. The algorithm uses a combination of 
Discrete Cosine Transform (DCT) and Arnold transform along with chaotic scrambling to enhance the image 
security. The two-level encryption approach performs transformations in the position of each pixel without 
changing their values or statistical features. The proposed algorithm is evaluated and shown to offer several 
advantages, including robust performance, statistical efficacy, high key sensitivity, picture security, and real-time 
performance. Overall, the proposed algorithm represents a significant improvement over the traditional approach 
to image encryption.
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Introduction

Communication and transmission of multimedia are 
encouraged by the rapid growth of networks. As one of 
the most important data carriers, multimedia contains 
a tremendous amount of visually rich content. Since 
multimedia is important in many situations and has many 
applications, it is vulnerable to being intercepted and 
changed while being transmitted via public information 
networks. Therefore, despite numerous attacks on security 
and privacy, the assurance of security and privacy in 
a picture is of the utmost importance in today’s digital 
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world. Afterward, it is noted through a review of the 
literature that image encryption is a process through 
which digital images can be securely protected using 
several methods. To prevent the real image data from 
being instantly deciphered, image encryption employs a 
hidden key and encryption feature, encrypted image is and 
then decryption is performed to reveal the original image. 
The conventional methods of picture encryption like DES, 
AES, and IDEA have been replaced by countless more 
ways that have since been developed. The encryption 
of digital image is based on the combination of the two 
properties pixel scrambling and transformation matrices. 
Image scrambling only modifies a pixel’s position, having 
no effect over the pixel value or numerical characteristics1 

.Because just using grey picture prevents the smallest 
change in cipher-text pixel from having an impact on 
all cipher-text pixels, multiple rounds of encryption 
are required to scramble the grey image in the image 
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encryption technique 2. Some of the related literature work 
have been discussed here, An Improved Image Encryption 
Algorithm Using DCT and Arnold Transform by N. Niu 
et al. (2019): The authors proposed an image encryption 
scheme that uses a combination of DCT, Arnold transform, 
and logistic map key. The algorithm is designed to provide 
high security, fast encryption, and low computational 
cost. The results of the experiments demonstrated that the 
suggested algorithm performed better than other existing 
algorithms in terms of encryption speed and security 3. 
An Effective Image Encryption Scheme Using DCT and 
Arnold Transform by S. Kumar et al. (2020): In this paper, 
the authors presented an image encryption scheme based 
on the DCT and Arnold transform along with logistic 
map key. The proposed algorithm offers high security, 
low computational cost, and robustness against various 
attacks4. A secure image encryption approach using DCT 
and Arnold Transform by S. Islam et al. (2018): The 
authors proposed an image encryption algorithm that uses 
the DCT and Arnold transform along with a chaotic map-
based key generation scheme. The proposed algorithm 
provides high security and fast encryption speed. The 
experimental findings demonstrated that, in comparison 
to other current algorithms, the suggested method is more 
resistant to a variety of attacks5. A novel approach of DCT 
using chaotic map scrambling by K. Ahmad et al. (2019): 
The authors described a method for encrypting images 
that relies on the logistic map key, the DCT, and the 
Arnold transform. The suggested approach provides good 
security at a cheap cost of computation. The experimental 
findings demonstrated that, in comparison to other current 
algorithms, the suggested method is more resistant to a 
variety of attacks6 . Image Encryption Using DCT and 
Arnold Transform with Logistic Map Key by S. S. Gade 
and S. R. Wagh (2018): The authors proposed an image 
encryption scheme that uses the DCT and Arnold transform 
along with a logistic map key. The suggested technique 
offers strong security at a cheap cost of computation. The 
experimental findings demonstrated that, in comparison 
to other current algorithms, the suggested method is more 
resistant to a variety of attacks 7. In conclusion, DCT and 
Arnold transform along with logistic map key have been 
widely used in the literature for image encryption. These 
algorithms offer high security, fast encryption speed, and 
low computational cost. In terms of encryption speed and 
security, the experimental findings demonstrated that the 
suggested algorithms perform better than other current 
methods8.

Related Work

Arnold Transform: A technique that scrambles 
digital images is frequently employed to address image 
security concerns9. To secure an image from outside 
influences, it is necessary to scramble the pixels in the 
original image in this transition, although quick and easy, 
results in a great number of textural features in the image. 
This type of scrambling is used to produce row-by-row 
visual sequences. Despite good randomization, the textural 
qualities are barely discernible. Instead, iterating through 
numerous rounds of scrambling algorithms is costly and 
time-consuming. One of the scrambling methods is Arnold 
Transform, it is a mathematical transform that preserves 
the area of a two-dimensional plane while mapping it 
onto itself 10. Four parameters that affect the behavior 
of the map are used in a set of equations that specify 
the transformation. It is one among the most widely 
used algorithms for scrambling that combines control 
parameters with the Arnold function, that strengthens 
the scrambling algorithm11. The equation (1) shows the 
mathematical representation of Arnold transform.

 (1)

Where a and b are the scrambling equation’s control 
parameters. The picture pixel position is (x, y). N is the 
order of digital image matrix.

 (2)

Discrete Cosine Transform: The Discrete Cosine 
Transform (DCT) is a mathematical technique used 
in signal processing, image compression, and other 
applications to transform a signal or image from the 
spatial domain to the frequency domain12. The formula for 
the DCT is shown in equation (3)

 (3)

where Xk is the DCT coefficient at frequency index k, 
xn is the original signal or image sample at time or spatial 
index n, and n is the length of signal or image. Ck is a 
scaling factor given by equation (4).

 (4)

The DCT formula calculates the cosine transform of 
a finite sequence of N real-valued numbers, producing a 
sequence of N real-valued DCT coefficients. The DCT can 
be envisioned as a means to aggregate cosine functions 
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with various frequencies and amplitudes in order to 
represent the original signal or image13.There are several 
variants of the DCT, with the most common being the 
DCT-II (used in JPEG compression) and the DCT-IV 
(used in MPEG compression)[12].

Logistic Map: A computer model called the logistic 
map is used to analyze population increase in environments 
with constrained resources. It is a nonlinear difference 
equation that, depending on the parameter values, displays 
chaotic behavior 14. The formula for the logistic map is 
stated in equation (5).

  (5)

where Xn represents the population size at time n and 
r controls the rate of population growth. The logistic map 
equation is recursive, therefore the value of x+1 depends 
on the value of Xn from the previous step 15.The discrete-
time dynamical system known as the logistic map exhibits 
a variety of behaviours depending on the value of the r 
parameter. The population size reaches a stable equilibrium 
value for low values of r. The population of the system 
oscillates between two values as r rises, resulting in a 
period-doubling cascade. When r reaches a certain critical 
value, the system transitions into chaos, and the population 
size changes in an unpredictable and seemingly random 
way. The logistic map is a crucial model in the study of 
nonlinear dynamics and chaos theory, and it has practical 
uses in physics, population ecology, and economics[15]. 
The Figure 1 depicts the progression of different initial 
conditions as a function of r.

Fig. 1. Logistic Map

The Proposed Cryptosystem: The encryption 
process of the proposed algorithm is divided into three 
parts. Firstly, the input image is multiplied with random 
phase mask, followed by DCT transform along with 

Arnold transform is applied and then key generation using 
Logistic map of chaotic maps [16].

3.1 Encryption and Decryption Steps

The process of encryption is discussed below:

Step 1: The input image Ix,y first multiplied with the 
random phase mask as shown in equation 6.

 I1= I ⊗ RPM1 (6)

where RPM1 = exp (2πi * v(x, y)) and v(x, y) is any 
random matrix having size as that of the input image

Step 2: The DCT transform is performed on I1, 
followed by Arnold transform as shown in equation 7.

I2= AT[DCT[I1]] (7)

Step 3: In this step, the chaotic logistic map is iterated 
for (v* r+S) times to generate a random sequence of X 
and Y having (v*r)∕2+S elements in each I2 is multiplied 
with the logistic key (LK) of chaotic maps as shown in 
equation 8.

I3= I2 ⊗ LK (8)

Step 4: Apply IDCT on I3 and result is stored as I4 
Mathematically Step 4 is described in equation (9).

I4=IDCT[I3] (9)

Step 5: I4 is the final cipher text image.

The decryption process of proposed algorithm is 
discussed as follow:

Step 1: The cipher text image I4 obtained during the 
encryption process is bonded with the inverse private key 
(LK) generated using the process of logistic key mapping 
explained above, mathematical results are stored in 
equation 10, as shown below

D1=[I4 ⊗ ILK ] (10)

Step 2: Now the DCT is performed on D1, and results 
are stored in D2 as shown in equation (11).

D2=DCT[D1] (11)

Step 3: In this step, we perform inverse of Arnold 
transform on D2 and store the results in image D3 as shown 
in equation 12.
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D3=IAT[D2] (12)

Step 4: Obtained result is the retrieved image D3, the 
complete steps of decryption process are diagrammatically 
shown in figure 2.

D4 = D3 ⊗ RPM* (13)

Step 5: The output obtained in equation 13 is 
propagated through inverse discrete cosine transform to 
get the final decrypted image, mathematical results shown 
in equation 14.

D5= IDCT[D4] (14)

Figure 2(a), 2(b) shows the flow chart of the proposed 
encryption and decryption schemes.

Fig. 2(a) Proposed encryption algorithm

Fig. 2(b) Proposed decryption algorithm

Performance Analysis and Result

The input greyscale images with parameters as shown 
in table 1 are used to evaluate the algorithm’s efficacy. 
Two quality evaluation metrics were utilized to compare 
the original image with the encrypted image as can be seen 
in table 2, the low MSSIM score and high PSNR score 
point to a significant degree of dissimilarity between the 
two images. As the PSNR increase, the performance of 
the encryption algorithm improves. It is clearly displayed 
in the Table 2, the PSNR, MSSIM, MSE, Entropy of 
different images.

Table 1. Showing the Details of Input Images Used in 
the experiment along with results.

PSNR: The peak signal to noise ratio (PSNR) serves 
as a barometer for similarity in visual perception. The 
more similar the image is to the decrypted image, the 
higher its PSNR value16.The formula of PSNR is shown 
in equation (15)

 (15)

MSE: Measuring the average squared difference 
between anticipated and actual values in a dataset is done 
using the metric known as MSE or mean squared error17. 
The formula of MSE is shown in equation 16.

 (16)

SSIM: An indicator of the similarity of visual 
perception is the image similarity index (SSIM). The more 
similar the SSIM image is to the decoded image, the higher 
its value18. The formula of SSIM is stated in equation 17.

 (17)

ENTROPY: Entropy refers to the average of the 
information and generally refers to the measure of 
unpredictability of a system19. Table 2 shows the entropy 
of the encrypted data using the previously given reference 
to the measure of unpredictability of a system. Table 
2 shows the entropy of the encrypted data using the 
previously given formula in equation 18.

Where P(Si) is the probability of Si and H(s) is the 
entropy.
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Table 2. Showing PSNR, MSE, SSIM, Entropy of the images.

Lena, Onion, Cameraman, Baboon, Barbara

Sno Image PSN(Db) MSE SSIM Entropy

1. Lena 53.7881 0.2718 0.99999642 7.4462

2 Onion 55.2607 0.1934 0.99999267 7.6245

3 Cameraman 53.7132 0. 2765 0.99999647 7.0097

4 Baboon 53.5687 0.2858 0.99999597 7.3583

5 Barbara 54.0180 0.2577 0.99999549 7.6321

Histogram Analysis: The histogram for comparison 
of the original image with the encrypted image is also 
presented in Fig. 4 for Barbara similarly for other images 
Lena, Onion, Baboon, Cameraman respectively. It can 
be observed that the histogram for all the input images 
(a-h), the pixels are unevenly distributed whereas in 
the histogram of encrypted images (e-h), the pixels are 
uniformly distributed, so it cannot reveal the original 
image20,21.

Conclusion

In this paper a superior encryption approach is 
proposed that is focused on scrambling and employs 
the Arnold transform along with the logistic map, and 
the DCT transformation phenomenon. These encryption 
techniques are offered to address the issue of the weak 
functioning of the scrambling encryption method in 
the space phenomena. Image encryption techniques 
usually combine many rounds of encryption with image 
scrambling and encryption to boost image security.

Since real-time efficacy is high and encryption time 
is short, it can meet the demand for real-time secure 
encryption and decryption and withstand a variety of 
attacks because the association between neighboring pixel 
points is weak and the pixel grey distribution is consistent.
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respectively
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